o Computer Associates™
eTrust Threat Management
The Power of Complete Protection

To secure today'’s infrastructures, organizations need to strengthen their current security
practices to include a complete security management solution. The eTrust Threat Management
solution from Computer Associates International, Inc. (CA) enables organizations to elevate
their current defensive security practices to proactively protect against today’s and tomorrow’s
threats. It defends against the latest threats, including viruses, malicious mobile code and server
and network attacks, with automated updates backed by CA’s Global Security Research Team.
Additionally, CA's comprehensive threat management solution reduces business risk by
holistically integrating protection across the entire IT fabric — servers, desktops, mobile
devices, web and wired and wireless networks.
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The Power of Complete Protection

The eTrust Threat Management solution addresses the latest security threats through a unique
preventative and accelerated cure approach. These solutions detect, analyze, warn, prevent
and cure attacks from all sources.

CA is the first company to offer Threat ICE, which Isolates, Contains and Extinguishes all
enterprise threats. Because organizations need to proactively identify potential hazards:

= eTrust Threat Management detects and automatically isolates attacks throughout the
network — backed by CA’s global security research team.



= Threats are then contained to prevent further infection. For example, eTrust" Antivirus
Virus Block technology helps stop viruses dead in their tracks by universally preventing
malicious content and virus attachments infiltrating business systems. Also, the unique
Watch and Patrol technology of eTrust  Intrusion Detection proactively prevents network
threats and policy violations.

= CA’s solutions extinguish threats, allowing uninterrupted business operations. With
eTrust Threat Management solutions, organizations can adapt their security defense to
any new situation — reducing security management costs.

eTrust Threat Management:
= Offers a complete active threat management strategy through its ability to Isolate,
Contain and Extinguish (ICE) threats.

» Provides centralized management, including automated (“hands-free”) signature
distribution to desktops and servers.

» Defends against the latest threats, including viruses, malicious mobile code, server
and network attacks, with automated updates backed by CA’s Global Security Research
Team.

=  Provides baseline controls for all servers.

= Delivers comprehensive, holistic threat security event management, including virus
outbreaks, network policy violation and attack detection, server application
vulnerabilities, across the wired and wireless enterprise, for CA and third-party products.

eTrust Threat Management:
» Reduces risk
= Decreases cost of protection
= Minimizes enterprise deployment risks

In combination with eTrust™ Identity Management, eTrust” Access Management and the
eTrust™ Security Command Center, eTrust Threat Management solutions provide unparalleled
security management to meet the challenges posed by today’s widely networked,
heterogeneous assets and the forces that threaten to disrupt an organization.
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